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Data protection
Policy statement
Protection of personal data
Our people are our most valuable asset, and the best way for us to continue to grow and improve as a Group. We employ the best people and create a culture in which they feel they can develop, learn new skills and progress their career with us, to help support our vision. Recognising the talents of our people and harnessing those skills in the workplace will enable a positive and empowered workforce.
We owe it to you to have measures in place to give you assurance in how we process your personal information. We are committed to ensuring the privacy and security of your personal information and recognise our obligations in upholding and updating our programme to meet the requirements of GDPR.  
As a colleague, your trust is important to us, and we take our responsibility to handle your data seriously. This page outlines how we collect, use, store, and protect your personal data, providing you with the necessary assurance and resources to address any concerns.
What is personal information?
Personal information is any data that identifies you as an individual or relates to your employment. This includes, but is not limited to: name, address, phone number and email. Job title, salary, benefits, and performance reviews, health details, emergency contacts, and identification documents (e.g., passport, driving licence). Digital records: login credentials, system activity logs, and device usage.
Our key principles:
•	We safeguard all use of personal data, such as collection, registration and storage that takes place in accordance with our obligations.
•	Personal information is securely deleted or destroyed when it is no longer required
•	Only those who need access to personal data in order to perform their job responsibilities have access to that data with the appropriate controls in place. 
If you are in doubt or have concerns about any aspect of this, seek advice and approval from your line manager who may then direct you to the Chief privacy officer.
What does it mean for you?
•	You only access personal data if you are authorised to do so and only to the extent necessary for your role, using appropriate security measures such as multi factor authorisation (MFA).
•	If you have this authorisation, you protect and keep personal data confidential and secure. 
•	You only grant access to personal data on a need-to-know basis, with appropriate authorisation and according to legal requirements
•	You maintain and update your knowledge of IT Security and GDPR regulations by completing the online learning module annually
•	You report any unauthorised uses or access to data to information security and data protection. 
We never:
Transfer personal information outside of the UK or give other third parties access to it without ensuring that the transfer is permitted under data protection laws
Protecting personal information is central to our values. By adhering to these principles, we aim to foster a workplace where your privacy is respected, and your data is handled securely. We encourage you to reach out if more clarity or guidance is needed.
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